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TRUNG TAM UNG CUU KHAN CAP Péc lap - Ty do - Hanh phiic
MAY TINH VIET NAM '
S6: 23F/VNCERT-PPUC Ha N¢i, ngay 07 thang 9 nam 2017
V/v gilam sat, ngan chin khan ca'p‘he thﬁ];@ PHONG BHXH VIET NAN{W
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BAQ HIEM XA HOI VIETNAM Céc don vi chuyén trach vé CNTT, ATTT cua Vin phong
. S5 A8 Trung vong Dang, cac Ban cua Dang, Van phong Chu tich nuoc,

DEN Neay: . 4.3(9/204F VD phong Quéc hdi, Vin phong Chinh phy;

Chuyén:... CNTT. ..., .- fCac don vi chuyén trach vé CNTT, ATTT cac B, nganh;

Luu hdsos:....oounn. ... - Céc don vi thudéc Bo Thong tin va Truyen thong;

- Cac S& thong tin va Truyén thong;

- Thanh vién mang ludi tmg ciru su cb Internet Viét Nam;

- Céac Téng céng ty, Tap doan Kinh té, cdc T6 chirc Tai chinh,
Ngéan hang;

- Cac Doanh nghiép ha té:ng Internet, Vién théng, Dién luc,
Hang khéng, Giao théng Van tai.

Thuc hién céng tac theo dd1 cac su cO trén khodng gian mang Viét Nam,
Trung tdm Ung ctru khin cdp mdy tinh viét Nam (VNCERT) phat hién ra dau
hiéu cia chién dich tin céng nhim vao cac hé théng thdng tin quan trong tai
Viét Nam thong qua viéc phat tén va didu khién ma ddc tdn cong c6 chu dich
(APT). M3 ddc loai nay rét tinh vi, chiing c¢6 kha ning phat hién cac méi truong
phan tich ma d6c nhim tranh bi phat hién, d4nh cép dit lidu, x4m uhép trai phép,
pha hily hé thongthéng tin théng qua cic méy chii diéu khién ma doc (C&C
Server) dit bén ngoai 14nh thd Viét Nam.

Thuc hién Théng tur 27/2011/TT-BTTTT vé diéu phdi cac hoat ddng tmg
clru su ¢d mang Internet Viét Nam, Trung tam VNCERT yéu ciu Lanh dao don

vi chi dao cac don vi thudc pham vi quan lythuc hién khan cip cac cdng viéc
sau:

I. Gidm sat nghiém ngit, ngin chin két ndi dén céc may chu didu khién
ma doc APT theo danh sach trong phu luc giri kém;

2. Néu phéat hién mi ddc can nhanh chéng ¢ lap ving/may va tién hanh
diéu tra, xi Iy (cai dat lai hé diéu hanh néu khéng g& bé dugec tridt dé);




3. C4p nhit cic ban v4 cho hé diéu hanh va phin mém (nhAt 12 Microsoft

Office - néu sir dung). Pic biét cp nhét céc 15 héng ¢4 CVE:CVE-2012-0158,
CVE-2017-0199, MS17-010;

4. Sau khi thuc hién, dé nghi cic don vi bao céo tinh hinh &y nhiém va
két qua xr Iy (néu cé) vé Co quan Diéu phdi tmg ciru su cd Qudc gia (Trung
tam VNCERT) truéc ngay 30 thang 9 nam 2017

Trén day la loai ma déc nguy hiém. Tin tic c6 thé tin cong leo thang dic

quyén giy ra nhiéu héu qua nghiém trong, Trung tim VNCERT yéu ciu Lanh
dao cac don vi nghiém tuc thuc hién [énh diéu phéi.

Co quan Diéu phoi Quac gia:

Trung tdm Ung ctru khan cdp may tinh Viét Nam
Pia chi: Tang 5 - Toa nha 115 Tran Duy Hung - Cau Gidy - Ha Néi;
Pién thoai: 04 3640 4423 s6 may 1é 112;

Puong diy néng: 0869 100 319/0934 424 009;

Hom thur dién tir tiép nhan bao cao su ¢o: ir@vnceert.gov.va.
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IL VA TRUYEN THONG

ARUNG T MYUNG CUU KHAN CAP MAY TINH VIET NAM
K CUU KHAN CAP\ = i .
__é;_ ENC TE ONG TIN VE DOMAIN VA IP C&C SERVER LIEN QUAN
"x,j" VEE! NAM /3 DEN MA PQOC APT
NG . rheo cong van s6 298 /VNCERT-DPUC ngay 07/09/2017)
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I. Danh sach cac IP may chu diéu khién ma doc (C&C Server)
STT Piachi IP C&C STT Piachi IP C&C
1 1209.58.179.202 10 {193.169.245.78
2 209.58.176.46 11 [104.237.218.72
3 1188.42.254.112 12 {193.169.245.137
4 |66.154.125.145 13 [23.227.196.210
5 |176.223.165.165 14 {23.227.196.210
6 160.251.29.40 15 {185.157.79.3
7 |103.53.197.202 16 | 104.237.218.70
8 |58.158.177.102 17 |62.210.115.97
9 [216.107.152.217

IL Danh sich tén mién may cha ddc hai ( C&C Server )

STT Tén mién STT Tén mien
1 | hanoi.danang.dulichovietnam.net 38 | blog.docksugs.org
2 | dalat.dulichovietnam.net 39 | high.expbas.net
3 | hanoi.dulichovietnam.net 40 |images.chinabytes.info
4 | danang.dulichovietnam.net 4] |Job.supperpow.com
5 | dalat.hanoi.dulichovietnam.net 42 | mobile.pagmobiles.info
6 | hanoi.hanoi.dulichovietham.net 43 | nsquery.net
7 danang.danang.dulichovietham.net | 44 |push.relasign.org
8 | dalat.dulichovietham.net 45 | serl.volveri.net
10 | danang.dalat.dulichovietnam.net 46 | syn.timeizu.net
11 | danang.hanoi.dulichovietnam.net 47 | tonholding.com
12 | dalat.dalat.dulichovietnam.net 48 |update-flashs.com
13 | hanoi.dalat.dulichovietnam.net 49 | vphelp.net
14 | dulichovietnam.net 50 |24.datatimes.org
15 | anh.phimhainhat.net 51 |blog.panggin.org
16 |data.dcsvn.org 52 | datatimes.org
17 | data.phimnoi.org 53 | emp.gapte.name
18 | dav.thanhnlen.com 54 | gl-appspeot.org




19 | home.phimnoi.org 55 | high.vphelp.net
20 | home.vietnamplos.com 56 |imaps.gki6.com
21 | login.phimhainhat.net 57 |lighpressinfo
22 | login.phimnoi.org 58 | news.lighpress.info
23 | my.phimhainhat.net 59 | pagmobiles.info
24 | news.phapluats.com 60 |relasign.org
25 | news.vietnannet.com 61 |ssl.zin0.com
26 | vietnam.phimhainhat.net 62 | teriava.com
27 | tulationeva.com. 63 |1mg.fanspeed.net
28 | vieweva.com 64 | menmin.strezf.com
29 | yu.ynhaol26.net 64 |{notificeva.com
30 | contay.deaftone.com 65 | paidprefund.org
31 | docksugs.org 66 | share.codehao.net
32 | facebook-cdn.net 67 | static.jg7.org
33 | help.checkonl.org | 68 |timeizunet
34 | icon.torrentart.com 69 | untitled.po9z.com
35 | volveri.net 70 | zone.apize.net
36 | dcsvn.org va cic subdomain - 71 | Phimnoi.org va cic subdomain
37 | Phimbainhat.net va cac subdomain
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