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QUYET PINH

Vé ché do quan tri mang trong hé thong Bao hiém xa hoi Viét Nam

TONG GIAM bOC BAO HIEM XA HOI VIET NAM

- Can ¢t Nghi dinh s6 100/2002/ND-CP wi’iy g6/ IZQO{)’? Chmh
phi guy dinh chiic nang, nhi¢m vy, quyén han va co cfu 16 chife clia Bao
hiém x4 hoi Viet Nam;

- Can et Quvét dinh 6 3582/QD-BHXH ngay 26/12/20006 cha Tong
gidm déc BHXH Viét Nam vé viée ban hanh Quy dinh v€ quén 1§ hoat
déng cong ngheé thong un trong hé théng BHXH Viét Nam;

- Theo dé nghi caa Gidm d6c¢ Trung tim Cong nghe Thong tin,

QUYLET PINH
bicu L. Quy dinh chung vé quan tri mang

I. Quan mang phat ¢o hai tat khoan (account) trén mang. Mt tai
Khoan quan wti va mdt tal khoan ngudi st dung binh thudng cd tén
(username) va mat khau passxwrd) ding ky riéng biét. Khi lam viée thong
thuiong (rén mang (khong phai cac ¢dng vige guan tri mang), ngudl quin tri
phér ding nhdp vo1 tén ngudi st dung thong thudmg va phai tudn thd moi quy

dimmh gianh cho ngudn sa dung thong thuong. Khing duge str dung tén dang

ky quan tri trong trudng hop cong vi¢e thye hidn khong doi hoi quyén quan
tri dé dam bdo an ninh v an toan dir Liéu.

. Tét ca nhimg céng vide d3 thue hidn, quaﬂ tri mang déu phai ghi
{:mp dav da trong nhit ky bao hanh, bao tri. D6i v nhitng thay d6i vé mit
thiét bi, ¢ chuong trinh cung nhu co chu 18 chire, quan try mang déu phai cip
nhat vao ho so mang dé ndi dung hd so ludén phan anh ding thuc frang cua
ITHng .



3. Han ché dang nhip va thm hién cic cong viée quan tri trén nhicu
may trami khac nthau., Trong tmmg pr bit budc phm dang nhdp vé t€n quan
tri trén may trpm khac, nhit thiét phai kmm tra virus truede khi login dé ngan
.c::héﬁ khfi nang virus tan ¢ong va chiém qnyen kiém sodt hé théng mang.

i Quén tr} mang da;u trach nhiém béo qmm ]1{} SO mang, rm;}: tar ligu
ky thuat, dia cai dg{ v ciu hinh cia moi thiét bi phan clmg, phan mém hé
ihmw va phin mém (mg dung trén mang.

Dicu 2. Quy dinh ve an ninh, an toan dir liéu

1. Pé dam bdo an toan dur lieu, mo1 may ¢hd va may tram déu phai
duoe bao ve bang bo hru dién va dn ap. Cac phong dit may phai trang b diy
dia midy dwu hod nhiét do, may hat bui, hat am. Thye hién vé sinh lau chii
dinnh lw dm voi cac thiét b may tinh va mdi im{mg lam viée, Tudn thd mos
yéu cau vé méi trudng do nha cung cip thiét b dé ra.

2. DBoi véi nhimg dir li¢u quan trong, phai thuc hién co ché sao luu
dinh ky bang céc thict bi luu trir chuyén dung. Khi thiét 1ap ché d6 sao luu cu
thé, thire hién ché do sao Iy theo quy dinh cta BHXH Viét Nam.

Cin thiét lap cor ahe may chu hodc o dia du phong, dudng cdp du
phong hay he thong nz;:um dy phong dé hoat ddng cta mang khong bi gidn
doan khi x4y ra sy ¢d.

3. Phay thye hign nghiém chinh ché d6 mat khau di quy dinh d¢ ddm
bdo anh ninh mang. Pia diém va vitri ddt may phai duge bao vé vé mit vit
ly, dac bict la noi dat may chu va cét {mr dr Ligu sao luu. Nhimg ngudi khong
¢6 trach nhidm khong dugc tiép cdn va lam viéc trén cac thiét bi may tinh,

4. Han ché tm da iam viée true tidp trén may chil. Tuyét dbi xhong cai
tng dyng kKhong can thiét [én may chil. Co ché d6 theo dbi chit cha may chi,
giam thicu kha ning xay ra su co lam ngung tr€ hoat ddng cta toan bd mang.

biéu 3. Quan tri mang cda Bao hiém xfx’ hoi Viét Nam ¢ Trung vong
(Lap I} la nguor dat difn chinh thic tmng tit ¢a céce hoat dong ¢6 hién quan
dén moéi trurdmg m ang (Network) cia hé thong BHXH Viat Nam, do mét hodc
mot nhom can bé ¢6 du trinh d§ ndng lye dam nhiém, ¢ nhiém vu va quyén
han:

[. Xy dyng k¢ hoach, chién lugce phat trién tdng thé cho céc hoat dong
quan tri mang trong hé thong BHXH Viét Nam trinh Léanh dao BHXH Viét

Nam phé duyét va 1o chie thye hién nhium dap Gng véu ciu phat trwﬁ caﬁm-

nghé théng tin cua nganh,



2. Lap ho so k¥ thudt, thiét ké h%@héﬁg cho hé thong mang dién rong
cua nganh va mang ndt b (LAN) tai co quan BHXH Viét Nam ¢ Trung
wong. Quan 1y toan bd cde ho so, cde thong tin vé hé théng mang trong toan
hé Lhm;_, BHXH Co trach nhiém th {,mc danh gia ¢ong tac quan tr mang
trong hé théng BHXH hang ndm.

3. Thiét lap phan mém hé thng qufm tri mang trén may chu dé quan ly
cac nhom lam vige (workgroup), nguron dung (user). Cap phat va quan ly cac
dia chi mang (IP Address), €n mién (Domain) théng ﬂh&t trong hé thong
BHXH Viét Nam nhiim phdn bd cac dia chi IP va 1én mién mdt cach higu

qua. Huodng dan ngudi dung (user) cong tac khat bao thOng tin dia chi mang,
dia chi Internet, tén mién, kiém tra két ndi mang.

4. Qut dinh cae téu dmm cau hinh chudn, ten. dia chi.. clia hé th{}ﬁﬁ,
mang. mav chu, bd dinh tyén, modem...va cic thic &t bi ¢o két ndi vao mgng
may tinh cia BHXH cac dia phuong va BHXH Vigt Nam. Thiét 1ap va duy
tri hé théng cho cde may chu dich vu nhu DNS Server, DHCP Server, File
Server Web Server, Mail Server, Antivirus Server. Tryc tiép quan trj may chu
website trong truong hgp BHXH Viét Nam ty trién khai miy chi Web, phm
hop v&i ngudi quan tr website dé van hanh website an todn, théng sudt,
thong bao cho quan trf Web cic 15 héng bao mat phat hién duge dé kip thoi

phii hop khie phuc.

el

5. Theo ddi va duy tri hoat ddng 24 gid/ngay lién tuc trong nim doi voi
hé thong mang. Lap ké hoach thuong xuyen va dinh ky duy tri, sua chifa va
cdp nhat 14l gy kién triic mang may tinh nhu hé ih{mg chwm mach tal trung
tim va cac nhénh, h¢ thong may chu mang, hét lmng cap truyén dan, hé thong
tin hiéu ruyén didn, x(r I¥ cée véu cau vé di chuyé én, thém, thay d6i, tai khoan
st dung mang hodc cac may tinh hay cac he théng mang cua cac don vi

CNITT.

6. (Quin 1y cdc cosd dir liéu an 1oan, khai thde ¢é higu qua. G5 quyen tir
chdi hod ngimg bit k¥ 1 két ndi hodc truy cap nao ma quan tri mang cho la
bt hop phap va lam phuong ha dén hé thbng mang d¢ dam ‘bao an toan
mang, tr chdi cde truy nhdp khong linh manh, ¢6 ndi dung xdu... st dung

mMang vao viée rnéng, choi tro chor...

7. Phoi hop voi cac Phong, Ban nghiép vu dam bao cho moi hoat dong
clia cdc thiét bi mang. cac may tinh dang két ndi mang, bdo vé i ﬁguyéﬂ
cac thong tm, dir icu trén mang trong pham vi quan ly. Thvmng xuyén theo
ddi kiém tra, phat hién kip thoi céc van dé bat thudmg dé ¢ bign phap xu ly

tire thol, Phil dam bao an toan chay nd, ¢6 bién phap w thé phong chidng eac -
s ¢ do ¢hp dién hodc do thién tai dé dam bao sy 6n dinh cia ht‘; th{}ng i

mang khong lam gian doan cdc cong viée dang xir ¥ trén mang.



8. Phoi hop voi cice Phrzmg Baﬂ chuyén mon trong cdng tac t6 chire céc
1op tap huan CNTT cho can bd dam nthiém mng tac quan trf mang tai céc don
vi CNTT. Xay dung cac bo tai héu h‘u'dmg dan, van hanh céc thiét bi dau moi
mang nham ﬁam b&f;} hé than;;, dlmi, van hanh thmg nhit va dé cai dat st
diiﬁﬂ’

9. Tham dinh hd so k¢ thudt, thiét ké hé théng mang ciia cac Dy 4n xay
dung he tiwng mang tar BHXH cac tinh, thanh phd vd Vin phang BHXH
Vit Nam. Truc tiép hudng dan quan tr] mang va hd tro k¥ thudt quan tri
mung cho BHXH tinh, thanh phe (Cap 2) chua 4t diéu Kién va nang luc.

biéu 4, Quan tri mang cua BHXH tinh, thanh pho ( cap ) 14 ngudi dai
dién chinh thire trong tat ¢i cde hoat ddng ¢o lién quan dén moi trudng mang
(Network) tar don vi minh do mét hodc mot nhom ¢én bd ¢o du trinh dd ning
hre dam nhiém. ¢6 nhiém vu va quyén han:

|. Chiu trich nhiém thi¢t ldp hé thong thu muy¢ va file wen may uhu-
Khai bio vi thiél lip hé thdng User. gan mit khiau ban dau va phan quyen
imh hop. Cic cong viée nay phai thuc hién dang quy dinh do quan tri mang

| dé ra d¢ dam bao tinh thdng nhat trén toan hé thong.

2. Chiu trach nhiém giai quyet chc s ¢b ve mang, ung dx,mg chay trén
mang kh i nguot dung ¢6 yéu cdau. Quan trt mang ¢6 thé tur van va giap do
negudi dung thue hién céc thao tac truy nhip mang, thodt khot mang, thay 361
mit khiu... trong cbng viée hang ngay. Bién soan cic tai liéu hudng dan su
dung mang an toan phit hgp vai di¢u kién cta dia phuong

3. Trong mm% hop cong vige do quan m I.ﬁdﬁ& cap | truc tiép quin
I, ¢4n bé duge giao nhiém vy quan tri mang cap 2 phai ¢6 sur li€n hé thuong
xuyén v&i nhom cin b g]“zuyen trach quan tri mang cap 1, da& biét a khu xay
ra sy ¢ nghiém trong voéi may cha, doi voéi nhirmg thay ddi 16m vé mit 6
chitc mang va hé thong trén may chi nhu thay doi hé thong ngudi sir dung.
nhom nauol sir dung, ca dat naﬁg cap cdc g dyung quan trong chay tren
mang, ¢al dat thém ede phin mém moi 1én may chu, thay d6i ning cip thiét
bi mang. .. khéng tw v thye hidn néu chua cd v kam cua quan tr nang cap 1.

4. €6 nhi¢m vu kKhot dong. tit may chit va cde Umg dung chay trén méiy
chit do minh quan Iv. Khi can tat may chd hojic cac Umg dung mmg (vao cuoi
ngdy lam vige hode khi thue hién cong vi€e bao tri, sta chira), phar kiém tra

nhimg két ndi hién tai vi auri thing bio d&n nhitng ngudi sir dung dang truy
cap mang holic (ng dm o dé ho kip thoti két thie cong viéc mot cach an toan,
khong lam hong, mat di lidu hay treo méy.
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